MIT/EC3 Real ID Forum
The MIT E-Commerce Architecture Program (MIT) and the National E-Commerce Coordinating Council (ec3) are pleased to host the final Real ID Public Forum at the MIT Media Lab on April 11th from 1:30pm-5:00pm.  This public discussion will include an in-person meeting of the ec3 Real ID Working Group and brief presentations by a number of invited experts, to help stimulate broader dialog.  We will provide background on the statute, an overview of key issues, an outline of the proposed regulations recently issued by the Department of Homeland Security and several opportunities for open comment and discussion among the attendees.  Participation is free, but you must register in advance at: http://ecitizen.mit.edu/realid.html 
The Real ID Act (RIDA) was passed into law in the fall of 2005.  RIDA has the potential to change long embedded mechanisms and to create new ones for identity functions such as verification, provisioning and authentication.  However, the advent of a government mandated and controlled identity infrastructure on a national scale (some call it a national identity system or even a state issued national identity card) also gives rise to many concerns and issues – privacy of citizen data, potential for unwanted or unlawful tracking of individuals, serious cost burdens to states, confusion over implementation and technology selection from state to state, and more.  Given the possible grand sweep of changes the Act was created and passed in relatively short order and with no debate in the Senate (it was attached to a “must-pass” troop support and tsunami relief bill).  Since that time there have been numerous commentaries, critiques and public outcries resulting from the enactment of this law.  There had also been much uncertainty in anticipation of the rules required by the Act to be drafted and published by the Department of Homeland Security.  Would the rules solve issues or fill gaps?  Would they address the open questions regarding privacy and civil liberties?  Would the rules resolve potentially divergent requirements for helping to protecting this country and its citizens?  How much detail would they provide to implementers of the required changes and systems?
Those rules have now been published and the public comment period is in progress. It is your turn to answer these questions and any others you believe need to be addressed.
This in person meeting of the EC3 Real ID workgroup and the MIT Real ID Forum will focus on sharing information, opinions and ideas on the statute and proposed rules published by the Department of Homeland Security relating to the Real ID Act of 2005 with the goal of assisting participants to submit comments on the rules prior to the close of the public comment period on May 8 of 2007.  In addition, this meeting is intended to encourage dialog about the role for additional Congressional action to solve the problems created by the initial statute and the role of state governments, advocacy groups, private sector organizations and other stake-holders affected by this law.  
Proposed Agenda

Welcome and Introductions

Getting to Know You: Opening introductions of the participants and material to be covered in the afternoon session.  Participants will be invited to explain their interest in the session topic and related work either ongoing or upcoming.  Daniel “Daz” Greenwood of MIT and Dan Combs of the EC3 will facilitate.
Overview on Real ID, Notice of Public Rule-Making

An overview of the Real ID Act and the related Notice of Proposed Rulemaking. Major requirements of the Act and the response to those requirements as proposed in the rules. 

Health Care and Real ID.  View from one economic sector.
Major sectors of the U.S. could well become relying parties of the credentials and systems created to implement the Real ID Act.  The opportunity to reduce identity fraud in commerce, healthcare, banking and other transactions is clear, but whether Real ID can accomplish the goal and the uncertainty regarding it’s implications for privacy, operations and technology cause concern.  What are the expectations of the Health Care Sector participants for Real ID?  Ray Campbell, Executive Director of the Mass. Health Data Consortium will provide one perspective of potential users of the infrastructure.
Privacy and Security in Real ID.  

Identity crimes are rampant.  IT system compromises are frequent headline news.  The Real ID Act spends no ink on privacy of the personal information to be collected and stored and very little more on security of the systems to be employed in implementing the Act.  The proposed rules provide a little more direction on these topics.  Is it too little, too much or just right?
The Department of Homeland Security created a Privacy Impact Assessment, http://www.dhs.gov/xlibrary/assets/privacy/privacy_pia_realid.pdf , for the Real ID Act.  We will take a look at the assessment and accept comments on the document.
Discussion of sections of the Proposed Rules for the Real ID Act (please see diagram at the end of this document)
Document Standards for Issuing a REAL ID Driver’s License or Identification Card

· Documents Required for Proving Identity

· Additional Documents Considered and Rejected for Proof of Identity

· Other Documentation Requirements

Verification of Information Presented 

· Verification of “Address of Principal Residence”

· Verification of Identity Information

· Verification of Lawful Status

· Verification of Date of Birth

· Verification of Social Security Account Number or Ineligibility

· Connectivity to Systems and Databases Required for Verification
Exceptions Processing for Extraordinary Circumstances

Temporary Driver’s Licenses and Identification Cards
Minimum Driver’s License or Identification Card Data Element Requirements

· Full Legal Name

· Driver’s License or Identification Number

· Digital Photograph

· Address of Principal Residence

· Signature

· Physical Security Features

· Privacy of the Information Stored on the Driver’s License or Identification Card
· Machine-Readable Technology
· Encryption 

Validity Period and Renewals of Driver’s Licenses and Identification Cards

· Remote/Non-in-Person renewals

· In-Person Renewals 
· Source Document Retention 

Security of DMV Facilities Where Driver’s Licenses and Identification Cards are Manufactured and Produced; Facility Security Plans

· Background Checks for Certain Employees 

· Physical/Logical Security

· Document Security Features on Driver’s Licenses and Identification Cards

· Security of information stored in the DMV database

· Security of Personal Data and Documents Collected and Managed under the Act
State Certification Process
Driver’s Licenses and Identification Cards that Do Not Meet the Standards of Subparts A and B of these Regulations
Open Discussion

Closing Remarks

[image: image1]
[image: image2.jpg]pasnboy sassquectpuv s
qunN noy A |

SishiEuY




